
Automated Driving

A very large number of tests are necessary to ensure the functional 

safety of automated driving functions. Especially the potential number 

of different scenarios in which the driving functions must operate 

accurately represents a challenge. IPG Automotive describes a solu-

tion based on the consistent use of virtual test driving combined with 

high-performance computing.

g There are various main drivers  
for the high effort of safety testing for 
automated driving functions, one exam-
ple being the extremely high require-
ments to be able to guarantee functional 
safety. In order to obtain approval, auto-
mated driving functions must always 
meet the highest possible safety level 
since they can pose a serious risk of 
life-threatening injuries (ASIL D 
according to ISO 26262 [1]). 

The complexity of the operational 
design domain (ODD) also contributes 
significantly to the higher testing effort 

as it massively increases the number of 
relevant test parameters. The rule here  
is that the more complex the planned 
target application, the more different 
situations can occur during operation. 
To enable the validation of all poten-
tially occurring situations, the test  
effort increases exponentially with  
each additional influencing factor in  
the ODD, FIGURE 1. 

The safety requirements and the com-
plexity of the ODD thus automatically 
lead to an enormously high system com-
plexity. Perception systems for example, 
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which must function robustly at all 
times of day and under all weather con-
ditions, require more than 20 sensors to 
be built into the vehicle. The automated 
driving function accordingly has to be 
able to process and reliably evaluate 
large volumes of data from a variety of 
sources. Based on these data, decisions 
are made that must not lead to danger-
ous situations, even in mixed traffic, 
which describes the combination of 
non-automated and automated vehicles. 
If a component malfunction occurs, it 
must be ensured that the vehicle is 
transferred to a state of minimal risk.  
In many cases this equals a standstill  
on the side of the road.

The aforementioned challenges 
severely limit the extent to which corre-
sponding functions can be developed in 
real-world test driving. With the help of 
simulation methods, however, it is possi-
ble to test and validate driving functions 
in all imaginable scenarios. In the years 
to come, the importance of software-

defined vehicles will increase and auto-
mated vehicles will secure a significant 
market share, FIGURE 2. Therefore, the 
relevance of efficient development pro-
cesses using virtual test driving is soar-
ing to new heights.

TEST ENVIRONMENTS FOR 
AUTOMATED DRIVING FUNCTIONS 

When using simulation to ensure valida-
tion, it is necessary to consistently use 
different test environments with varying 
proportions of real components. The 
foundation consists of purely virtual  
test methods which are predominantly 
carried out in closed-loop simulation: 
They are referred to as model-in-the-
loop (MIL) or software-in-the-loop (SIL). 
With regard to perception testing, an 
additional open loop reprocessing of 
recorded  data is performed at this stage 
since simulation tools can only partially 
generate the corner cases challenging 
perceptual testing. 

The next step for validation is the 
application of open/closed loop methods 
with real hardware components – they 
are referred to as hardware-in-the-loop 
(HIL). Test methods in which virtual 
components are used at least in part may 
even include driver-in-the-loop (DIL) and 
vehicle-in-the-loop (VIL). These methods 
integrate a human driver or a physical 
vehicle into the test. The subsequent 
proving ground and field tests are based 
entirely on real components [3], FIGURE 3.

In this context, scenario-based testing 
[4] is of interest for overall system testing 
and for tests without a perception layer 
since the behavior of decision making 
and motion control significantly affects 
the further development of a scenario. 
For that reason, the use of reprocessing 
(open loop) is only partially suitable for 
overall system tests and predominantly 
applied to perception and sensor data 
fusion tests.

All of the listed test environments 
greatly contribute to the safety argument 
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Parallelized Simulation of  
Automated Driving Functions

FIGURE 1 Example of an operational design domain in a complex urban environment (© IPG Automotive)
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and each of them has various advan-
tages, but also limitations. Therefore, it 
is imperative to use them in a targeted 
and correct manner. Test methods with  
a proportion of real hardware are com-
paratively difficult to scale. This is due 
to the fact that test environments and 
the preparation of the prototypes, e.g.  
in laboratories with HIL test benches or 
on a proving ground, are demanding in 
terms of space, time and budget. In addi-
tion, real hardware is often solely avail-
able to a very limited extent depending 
on the development stage. At the same 
time, however, corresponding test meth-
ods offer greater proximity to real opera-
tion because of the higher proportion of 

real hardware. The testing focus can 
hence shift to other aspects, such as 
testing bus communication or feeding  
in electrical faults.

Purely virtual methods for their part 
are particularly well suited for large  
test scopes and offer the best scalabil-
ity due to their independence from  
real components. 

NECESSITY OF SCALABLE 
SIMULATION PLATFORMS

Using high-performance computing 
(HPC) makes it possible to generate a 
very large number of results in an eco-
nomically reasonable time, FIGURE 4. 

Parallelization can be performed on-site 
(on-prem) by utilizing a high-perfor-
mance data center or interconnected 
workstations. Parallelization in the  
cloud is another alternative. The infra-
structure already in place significantly 
influences the choice of the most sensi-
ble method.

On-prem parallelization is mainly 
used when sufficient computing capacity 
is available on site. The advantage of this 
method is full control over the available 
infrastructure and sovereignty over all 
data. However, less flexibility in the 
event of peak loads and changing hard-
ware requirements can have a negative 
impact. Acquisition and maintenance 
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Regardless of the scenario that occurs –
the system must be developed and validated, even if the take rate in the market is low
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FIGURE 3 Necessity of scalable simulation platforms (© IPG Automotive)

FIGURE 2 Prognosis: 
Market share of  
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costs can also be considerable depending on the scope of 
the project.

Parallelization in the cloud offers several advantages in 
this respect. Since load peaks frequently occur during test-
ing of autonomous driving functions, for example during 
regression tests overnight, the cloud represents a flexible 
alternative. Computing capacities can be added and dese-
lected flexibly. This can have a positive impact in the case of 
peak loads as well as changing hardware requirements. In 
addition, no acquisition and maintenance costs need to be 
taken into account for the use of the cloud, although it 
entails slightly higher operation costs. With regard to data 
security, many cloud solution providers offer high security 
standards through exclusively bookable and usable hard-
ware as well as server locations within the European Union.

Regardless of the utilized infrastructure, scalable virtual 
test driving can deliver great added value for various appli-
cation scenarios.

ACCELERATION OF COMPLEX SIMULATION MODELS

In the field of MIL very complex simulation models are often 
used which were developed in Matlab Simulink, for example. 
Due to their complexity, these models often only achieve 
very limited performance which is why results can only be 
generated at a relatively slow pace. Furthermore, in early 
development stages, there is often no time planned yet for 
optimizing model performance as other issues are prioritized 
first in this step. 

Automatic code generation usually results in a slight 
improvement of performance. Nevertheless, the level of a 
manually optimized implementation is not reached. In or
der to achieve sufficiently fast results for selected scenarios 
during development testing and debugging for example, the 
use of parallelization is beneficial. By achieving simulation 
results significantly faster, working hours can be used more 
efficiently for the actual development tasks.

VERIFICATION BASED ON TEST SCOPE COVERAGE

Intelligent algorithms for test case generation represent 
a promising solution if the aim is to achieve the greatest 
possible test scope coverage and thus the greatest possible 
gain in knowledge about the system behavior in a limited 
amount of time [5]. These algorithms generate the simula-
tion scenarios to be performed during the test run based 
on the definition of the ODD and correspondingly defined 
criteria for test scope coverage. The test scope as well as  
the exact test type are not known in advance. The goal is 
to gain as much knowledge as possible during the explo
ration of the test scope. At the same time, the aim is to 
reduce the test effort in comparison to full factorial designs 
for example.

Merging situations with different time-to-collision (TTC) 
characteristics, which the vehicle has to complete, serve 
as an exemplary use case. During scenario definition, it is 
hardly possible to estimate which parameters have to be 
selected in advance to achieve a certain TTC – the behav-
ior of the automated driving function has a direct impact 
on the specific course of the scenario. Optimizing the 
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parameters based on the results of the 
scenarios already performed in the same 
test run enables a fast coverage of the 
entire TTC range with predefined reso-
lution. By using parallelization, the cov-
erage of high-dimensional test scopes 
can be increased tremendously.

REGRESSION TESTS FOR VALIDATION

To test current software versions − 
daily builds for example − and enable 
agile development of driving functions, 
continuous integration, testing and 
deployment (CI/CT/CD) is applied to 
complete a predefined test catalog in 
the shortest possible time.

Initially used solely in software 
development, CI/CT/CD is increasingly 
being applied in the automotive envi-
ronment. The main reason for this is 
the immensely increasing software con-
tent in modern vehicles. On the path to 
the so-called software-defined vehicle, 
the importance of over-the-air updates 
is also growing. To ensure that these 
updates can be developed efficiently, 
SIL simulations and the corresponding 
CI/CT/CD frameworks lay the founda-
tion for regular testing that can be per-
formed overnight for example.

Automation of the process steps is 
possible: Once an update has been 
made in the code base, the adapted 

code is entered into a version manage-
ment system by the software develop-
ment team. An automation server such 
as Jenkins detects this and triggers the 
compilation of the new software version. 
Subsequently, the software stack is inte-
grated into the virtual prototype. Once 
the build process is complete, automated 
module or system test cases are deployed 
to the computing platform and then exe
cuted automatically using simulation. 
The execution of the test cycles can be 
drastically accelerated here using the 
previously mentioned methods.

Based on the executed tests, reports 
or tickets are automatically generated  
for the development team providing a 
detailed overview of the test results.  
Due to the continuous use of the identi-
cal test catalog, the behavior of different 
software versions can be compared  
very well. 

SUMMARY

Virtual test driving and HPC are key 
technologies in the development and 
testing of automated driving. Their 
consistent application can ensure effi-
cient development processes and the 
systematic detection of safety gaps.  
It is therefore vital to create the neces-
sary infrastructure for this at an early 
stage – on-site or in the cloud.
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